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1. TIosscHUTEIBLHAA 3aANIUCKA

1.1. lenp u 3aga4u AUCITATUIMHBI

Henp aucuuruinHel — (opMupoBaHHE 3HAHUN M yMEHUH MO 00ecreyeHuI0 MHPOPMALMOHHOM
0€30MMacCHOCTH KOMITBIOTEPHBIX CUCTEM U MH()OPMALIMOHHBIX MPOIIECCOB, U HABBIKOB 110 UX OIpe-
JIEJIEHUIO JUIsl KOHKPETHBIX YCIOBHM.

3agaun QUCIIAIIINHEL:

— OBJIaJICHHE METOJAAMU MOHUTOPHHTA U ay/UTa, BBISIBICHUS YIpo3 HHPOPMALMOHHOM Ge3omac-
HOCTH MH(OPMALIMOHHBIX CUCTEM;
— (opMupoBaHHe HABBHIKOB aHaM3a MH(OPMAIIMOHHON HMHQPACTPYKTYpHl MH(OPMAIIMOHHBIX

CHCTEM U €€ 0E30IIaCHOCTH.

1.2. ®opmupyeMble KOMIIETEHIIMH, COOTHECEHHBIE C TUNIAHUPYEMBIMU pe3ybTaTaMH 00yUEHUIIO

JMCITATIIINHE

KoMmnerennmust
(kon M HauMEHOBa-

HUE)

Nuaukaropsl KoMneTeHI Ui

(Kol ¥ HaMEHOBaHNE)

PesynbTathl 00yyeHus

I1K-3

CnocobeH  ynpaBisiTh
3alMTON MH(pOpMAIHU
B aBTOMAaTU3UPOBAHHBIX
crcremMax

MK-3.1

3HaeT OCHOBHBIE METO/bI YIIpaB-
JeHUs 3alUTOW  MH(OpMaLUH,
uH(pOpMaIMOHHBIE PECYpCHl  aB-
TOMAaTHU3UPOBAHHBIX CHCTEM,
HOJIS)KAIUE 3alIUTe; OCHOBHBIC
yrpo3bl Oe3omacHocTH HH(pOpMa-
IIMM, MOJICNIM HApyIIUTENs B aB-
TOMAaTHU3UPOBAHHBIX CUCTEMaX

3HaTh: OCHOBHBIE METOJIbI YIPaB-
JIEHUs 3alUTON WH(OpMAIUU, WH-
(dbopMaImoHHBIE pecypchl U 06a30-
Boi mojzenu Hapymurenss GCTIOK
PO

[1K-3.2

YmMeet pa3pabaTbiBaTh MPEaioxKe-
HUS 110 COBEPIICHCTBOBAHUIO CH-
CTCMbl YIHPaBJICHUA 3alllUThl HWH-
dopmanuy aBTOMATH3UPOBAHHBIX
cucTeM; Kiaccu(pUIupoBaTh H
OILICHUBATh YIPO3bl OE30MACHOCTH
UHPOPMALIMKU; OIIEHUBATH UHQOP-
MAaIlMOHHBIE PUCKH B aBTOMATH-
SUPOBAHHBIX CUCTEMAX

YMmeTs: kiaccu(uuupoBaTh yrpo-
3bl, pa3palbaThIBaTh TEXHUYECKUE
IPE/UIOKEHUST 110 COBEPIIEHCTBO-
BAaHUIO CUCTEMbI YIIpaBJICHUS 3a-
MUTEl WHOOPMAIIMH aBTOMATH3HU-
POBaHHBIX  CHUCTEM, IPOBOJAUTH
ayJUT C LIETIbI0 OLICHKH PHCKOB

I1K-3.3

Bnageer HaBBIKAMH COCTaBJICHUS
KOMILJIEKCa TMpaBuil, MPOUEAYP,
MPaKTUYECKUX TPUEMOB, MPUHIIN-
MOB U METOJIOB, CPEICTB obecrie-
YeHUS 3alUThl WHPOpPMAIMH B
aBTOMATU3HPOBAHHOW CUCTEME

Bnaners: HaBbIKaMM 1O paspa-
00TKE OpraHu3alMOHHO-TEXHUYE-
CKMX IO 3amuTe HH(pOpMaIHH,
NpUEMBl ¥ TPUHIUIBI B COOTBET-
ctBue ¢ ECK/I, ECIIl u npyrumu
HOPMATHUBHO-TIPABOBBIM JIOKYMEH-
TaMH

1.3. MecTo AUCUUIUIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMMbl

Hucuumuinna «MHpopMmanonHast 6€301acHOCTh TE€IEKOMMYHUKAIIMOHHBIX CHCTEM» OTHOCHUTCS
K 4acTH, popMUpyeMOi ydaCTHUKaMH O0Opa30BaTEIbHBIX OTHOIIEHUN OJOKa JUCUUIUIMH y4eO-

HOTO IIJIaHa.




2. CTpyKTypa AMCHHUILIMHBI

OO6mast TpyI0€MKOCTh JUCIUTIIIUHBI COCTABISET 2 3a4€THBIC CIUHUIIBI, 72 aKaJeMUYECKUX
Jaca

CrpyKTypa IMcUMIIMHBI 1JIs1 04HOH opMbl 00yUeHust

O6beM TUCIUIIMHBL B pOpMe KOHTAKTHON paboThl 00yYarOIIUXCs ¢ Te1arorH4eCKUMHU pa-
O0THMKaMHU U (WJIM) JIUIIAMH, IPUBJIEKAaEMBIMU K peajin3alui 00pa3oBaTeIbHOM MporpaMMbl Ha
WHBIX YCJIOBUSIX, IPU MPOBEAECHUH YUEOHBIX 3aHATUH:

Cemectp | Tun yueOHBIX 3aHATHIA KomnuectBo
4acoB
8 Jleknuu 22
8 [IpakTrueckue paboThI 28
Bcero: 50

O0beM TUCHUILTUHBL B (pOpMe caMOCTOATENbHON pabOThI O0YYAIOUINXCSA COCTAaBIsAET 22
aKaJeMHYECKHUX Yaca.

3. Coaep:xaHue TUCHUIIMHBI

Ne | HammenoBaHue pa3gesia JMCIHU- Coaepixanue
ILJIMHBI

1 | OcHoBHBbIE IOHATHS, KOHUenuuM | Mnentudukanus, ayreHTU(UKALUSA U aBTOPU3ALIMSL.
U NPUHIUNBLI MHpopMmanuonHoil | Monenu nndopmannonHoi 6e3onacuoctu. Tpuaaa
Oe3onmacHoOCTH «KOH(UACHIINAIBHOCTD, TOCTYITHOCTb, 11e-
noctHOCThY. I'ekcana [lapkepa u mogens STRIDE.
VY S13BUMOCTB, yIpo3a, aTaka. Yiep0 u puck. Ympas-
JieHne puckaMu. Tumsl u npuMepsl arak. Ilaccus-
HbIE U aKTHUBHBIE aTaku. OTKa3 B 00CTyKUBAaHHH.
Brenpenne BpenonocHsix nporpamMm. Kpaxa nnd-
HocTH, (pumHr. Mlepapxus cpecTB 3aIUThl OT UH-
(dhopMarnmoHHBIX yrpo3. CpencTsa 6€30MacHOCTH
3aKOHOJAATEIBHOTO YPOBHA. AJIMUHUCTPATUBHBIN
ypoBeHb. [lomuTrka 6e3omacHoctu. Cpecrea 6e3-
OIAaCHOCTH IpoueaypHoro ypoBHs. Cpenctsa 6e3-
OIMACHOCTH TEXHUUYECKOro ypoBHs. [IpuHImnsI 3a-
UTHl HHpOpMaMOHHOM cucteMsl. [lonxox cBepxy
BHM3. 3allMTa KaK Ipolecc. DIIeJTOHNPOBaHHAS 3a-
mura. COanancupoBaHHas 3amura. Komnpomuccsl
cuctemsl 6e3omacHocta. [lInppoBanne — GazoBas
TexHoJsorus 6ezonacHoctu. OCHOBHBIE MOHATUS U
ornpenenenusi. CHMMETpUIHOE MU(PpPOBAHHE.
[Ipobnema pacnpenenenus kiouein. Meron Jnddu-
XenMmaHa nepeiadl CEKpeTHOro KJroya o He3alu-
IIeHHOMY KaHaiy. KoHuenmus acuMMeTpuyHOro
mmdpoBaHus. AITOPUTM aCHMMETPUYHOTO I ppo-
BaHusa RSA. Xemr-pynkuuu. OgHoctoponnue QyHK-
iy mudposanus. [IpoBepka eT0CTHOCTH.

2 TexHoJ0ruM ayTeHTHPUKALINN, Texnonornu ayreHTHGUKAIIN. DaKTOPBI AayTEHTH-




aBTOPHU3ALMU U YIPABJIEHUS J10-
CTYNIOM

¢dukanun yenoeka. AyTeHTH()UKALKS HA OCHOBE
napojeid. AyTeHTH(UKaAIMs Ha OCHOBE anmapaTHBIX
ayreHTH(UKaTOpOB. AyTeHTH(PHUKaIN HHPOpPMa-
UK. DIIEKTPOHHAS MOAMNUCH. AyTeHTU(DHUKALUS Ha
ocHOBE U(POBBIX cepTU(PUKATOB. AyTEHTHPHKA-
ST IPOTPaMMHBIX KOJIOB. TEXHOIOTHY yIpaBlIeHUS
JOCTYIIOM U aBTOpu3auu. GOpMbI IpeICTaBICHUS
orpaHu4eHuii qocryna. CucrteMsl ayTeHTH(DUKAINN
Y YIIPABICHHS JOCTYIIOM OTIEPAIIMOHHBIX CHCTEM.
Aytentudukanuu nosub3osateneit OC. AyreHTudu-
kanus B OC cemetictBa Unix. [IpoTokon SSH.
VYrpasneHne 10CTYIIOM B OIEPAlMOHHBIX CHCTEMAX.
LlenTpanu3oBaHHbIE CUCTEMbI ayTEHTU(PHUKAIIMN U
aBropu3anmu. KoHuenmus e1mHoro J0rn4eckoro
Bxoja. Cuctema Kerberos.

TexHosoruu 0€30aCHOCTH HA
OCHOBe (PWJIBLTPALIMH U MOHUTO-
puHra tpajpuka

QunbTpanms. Buast punsrpanun. CtanaapTHBIE U
JIONOJTHUTENbHbIE MTpaBUiIa (GUIbTPALIMK MapLIpy-
tuzatopoB Cisco. ®aitepBoibl. DyHKIIMOHAIBHOE
Ha3zHaueHue (aiiepsona. Tumsl daiieposos. [Ipok-
cu-cepsepbl. DyHKIMU IPOKCU-cepBepa. «lIpokcu-
(bukarus» npunoxxkeHuil. daiiepBobl ¢ GyHKIUEH
NAT. Tpagunuonnas texnosnorus NAT. bazoBas
TPAHCISIUA CETEBbIX ajipecoB. TpaHcsIus ceTe-
BBIX aJIpecOB U MOPTOB. [IporpamMmubIe (aiiepBoIbI
xocTa. TUnoBsle apXUTEKTYphl CETEH, 3aILUIIAEMBbIX
¢aiteponamu. MonutopuHr tpaduka. AHaIH3aTO-
PBI IPOTOKOJIOB. AHAJIN3aTOPBI IPOTOKOJIOB. CHcTe-
ma moHuTopuHTa NetFlow. Cucremsr oOHapyKeHUs
BTOPKEHHI. APXUTEKTYypa CETU C 3alIUTOHN NepH-
METpa U pa3eIeHUEM BHYTPEHHUX 30H. AyIUT CO-
ObITHI1 0€30MTaCHOCTH.

ATaKy Ha TPAHCNIOPTHYIO HH(ppa-
CTPYKTYPY ceTH

TCP-ataku. ICMP-ataku. UDP-ataku. IP-ataku.
CereBas pa3Benka. 3aa4i U Pa3HOBUIHOCTH CETe-
BOH pa3Benku. CkanupoBanue cetu. CKaHUpOBaHUE
noptoB. Ataku Ha DNS. TexHomoruu 3amuiieHHo-
ro kaHasna. CnocoObl 00pa3oBaHus 3aLTUIIIEHHOTO
kaHaya. Mepapxus TeXHOJIOTHI 3alIUIIIEHHOTO Ka-
Hana. Pactipenenenue GyHKINNA MEXTy MPOTOKOIA-
mu [PSec. bezonachas accormanus. TpaHCTIOPTHBII
Y TYHHENbHBIN pexxumbl. VPN Ha ocHOBe mudpo-
BaHMUS.

YA3BHMOCTH NPOrPAMMHOI0 KO-
aa.

VA3BUMOCTH IIporpaMMHOIo Kola U Bp€AOHOCHBIC
IIporpamMmmalI. yfISBI/IMOCTI/I, CBA3aHHBIC C HAPYUICHU-
€M 3aIlIHThI OHepaTHBHOﬁ MaMsATH. Y I3BUMOCTH
KOHTPOJIA BBOJJWMBIX JAHHBIX.

be3onacHoCThL NPOrpaMMHOIO
KoJa.

BHenpeHue B KOMIIBIOTEPBI BPELOHOCHBIX ITPO-
rpamM. TposiHckue nporpammel. CeTeBbI€ YEPBH.
Bupycsl. [Iporpammusle 3akiagku. AHTUBUPYCHbIE
nporpaMmbl. BoTHeET.




Be3onacHoCTh ceTeBBIX CIYxKD

beszomacHocth BeO-cepBrca. besonacHocTh BeO-
opaysepa. [IpuBatHoCTh M KyKu. [Iporokoa HTTPS.
be3onacHoCTh CpecTB CO3/IaHUs TUHAMUYECKHUX
cTpanull. be3omacHOCTh 371€KTPOHHOU MOYTHI. YTPO-
3Bl IPUBATHOCTH MTOYTOBOTO CepBUCA. AyTeHTH(U-
kauus otnpasurens. llndposanue cogepxumoro
MMcbMa. 3aliuTa MeTaIaHHbIX MoJib3oBartel. Crnam.
ATaKu OYTOBBIX NMPUIIOKEHUH. OOIauHbIE CEPBUCHI
1 ux 6e3omacHOCTh. KoHIemnus 001auHbIX BBIUUC-
nenuid. OnpeneneHne 00JIauHbIX BIYUCICHUH. Mo-
JIeTT CEPBUCOB 00JIaYHbIX cepBUCOB. OOIauHbIe BBI-
YHCIIEHUS KaK HCTOYHUK yTpo3bl. OOIauHbIe CepBU-
CBI KaK CPEICTBO MOBBIIICHHSI CETEBOI 0€30MacHo-
CTH.

4. Obpa3oBaTesibHbIE TEXHOJIOTHH

O60pa3oBarejibHbl€ TEXHOJIOTHH

Ne . Oopa3oBaTe/ibHbIE TEXHO-
HaumenoBanue pasnena |Buabl yueOHBIX 3aHATHI
n/n JIOTHH
1 |2 3 4
1 |OcHoBHbIe IOHATHS, KOH-  |Jlexums 1 TpaguunoHHAas JEKLUS C UC-
UM U PUHIMITBI UH- MOJIb30BaHKEM IIPE3eHTALUN
dopmannoHHO Ge30macHo- Pabota ¢ nurepatypoit
CTH
2 Jlexuus 2 TpanuuMOHHAs JIEKIUS C UC-
MOJIb30BaHKEM MIPE3eHTAINN
TexHonoruu ayreHtTuduka-
HHH, aBTOPHBAIIIH 1 YHpas- Brinonnenue 3aganuii
JICHUSI IOCTYIIOM .
[MpakTudeckas padora 1 Pabora c nmuteparypoit
3 Jlexuus 3 TpaaunuoHHas JeKIus ¢ Uc-
TexHonoruu 6€30MacHOCTH MOJIb30BaHNEM MIPE3eHTALNN
Ha OCHOBE (BTN U
MOHHUTOpPHHTA Tpaduka [TpakTuueckas pabota 2 Brinonnenue 3aganuii
PaboTa ¢ nmurepaTypoit
4 |Artaku Ha Tpa"cnoptHyto  |Jlexuns 4.1 TpanuuyvOHHAs JIEKLIMS C UC-
UHQPACTPYKTYpPy CETH Jlexuus 4.2 IIOJIb30BAHNEM IIPE3EHTALMI
Brinmonnenue 3aganui
[IpakTuueckas padota 3 Pabota c nutepatypoit
5 Jlekiusa 5 TpaguunoHHas JEKIUS C UC-
MI0JIb30BAaHUEM IIPE3CHTALUI
VY 3BUMOCTH IPOrPAMMHOTO
KoJa. .
[IpakTuueckas padora 4 Beinonnenue 3aganui
Paborta ¢ nmureparypoit
6 Jlexuus 6 TpanuuyOHHAs JIEKIMS C UC-
MOJIb30BaHKEM IIPE3eHTALUN
be3onacHocTh MporpaMm-
HOTO KOAd. [TpakTuueckas pabora 5 Brinonnenue 3aganuii
Pabota ¢ nurepatypoit
7 |be30macHOCTh CeTeBBIX Jlexums 7 TpaauuMOHHasE IEKIUS C HC-




CIIyX0 MOJIb30BAHUEM TPE3eHTAUN

[IpakTuueckas padora 6 Brinosinenue 3aganuit
Pabora ¢ nmureparypoit

5. Ouenka nJaHUPYyeMbIX Pe3yJIbTATOB 00y4YeHU s

5.1. CucremMa OnleHUBaHUA

®opma KOHTPOJIA Makc. KoJu4ecTBO 0aJJI0B
3a ogny pa6ory Bcero

Texymui KOHTPOJIb:

- npaxmuyeckas paboma Nel 9 6annos 9 6annos
- npakmuyeckas paboma Ne2 9 6annos 9 6annos
- npakmuyeckas paboma Ne3 9 6annos 9 6annos
- npaxmuyeckas paboma Ned 9 6annos 9 6annos
- npakxmuyeckas paboma Ne5 12 bannos 12 6annos
- npaxmuyeckas paboma Ne6 12 b6annos 12 6annos

[TpoMexyTouHast aTTeCTalus — 3a4eT
(3aueT mo OuIeTam) 40 b6annos

HToro 3a cemectp 100 bannos

[Toy4eHHBII COBOKYITHBII pe3yIbTaT KOHBEPTUPYETCS B TPAAUIIMOHHYIO IIIKATy OLIEHOK H B
HIKally olleHOK EBpormelickoii cucteMsl nepenoca U HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHM C TaOIHUIIEH:

100-6amipHas mIKa- e — Illxana
ja ECTS
95 -100 A
83 _ 04 OTJINYHO B
68 — 82 XOPOIIO 3a4TEHO C
56 —67 D
50 -55 YAOBJICTBOPHUTCIBHO E
20 —49 FX
HCYAOBJICTBOPHUTCIBHO HC 3a4TCHO
0-19 F
5.2. Kputepuu BbICTaBICHUS OLIEHKU MO JUCIUILUIMHE
Banabl/ OueHka mo Kputepuu ouieHKHu pe3yJbTaToOB 00y4eHUs MO0 JUCHUILIMHE
HIkaga | AUCHUILIMHE
ECTS
100-83/ 3a4TEHO BricTaBnsieTcs 00y4aromeMycsi, €CJIM OH TIIyOOKO M IMIPOYHO YCBOWII TEOPETUUCCKUN U
A.B MPaKTUYECKUI MaTepuall, MOXKET MPOJIEMOHCTPUPOBATE ITO Ha 3aHATHUSIX U B XOJI€

MIPOMEKYTOYHOU aTTECTAIIUH.

OOy4aromuiicst ICUSPIBIBAIONIC U JIOTHIECKH CTPOHHO U3JIaraeT y4eOHBIH MaTepHa,
yMeeT yBSI3bIBaTh TEOPHIO C MIPAKTUKOM, CIIPABIACTCS C PEHICHHEM 3a1a9 podeccro-
HAJBHOW HAIPaBIEHHOCTH BBEICOKOTO YPOBHSI CIIOKHOCTH, TIPABHIIFHO OOOCHOBEIBACT

MIPUHSATHIC PEIICHUS.

CBoboaHO OpueHTHpYeTCS B yueOHOW U MPo(heCcCHOHATFHON JINTepaType.

OrieHKa Mo JUCLHUIUIMHE BBICTABILIIOTCA 00yJaromeMycs ¢ y46TOM pe3ylbTaToB TeKy-
el ¥ TPOMEKYTOUHON aTTeCTalllu.

Kommnereniuu, 3aKperyiéHHbIC 33 UCIUILTHHOMN, CDOPMHUPOBAHbI HA YPOBHE — «BBICO-
KU,




Banael/
HIxana
ECTS

OuneHka nmo
JUCHUILIMHE

KpnTepnn OLICHKH Pe3yJbTaTOB Oﬁy‘lel-ll/lfl o AMCUHMIIJINHE

82-68/
C

3a4YTCHO

BeicraBnsercst oOyqaromieMycsi, €ClIi OH 3HAa€T TEOPETUUECKUH 1 MPAKTHYECKUI Ma-
Tepuas, FpaMOTHO U IO CYIIECTBY M3J1araeT €ro Ha 3aHATHAX U B XO/I€ IPOMEXYTOU-
HOH aTTecTalny, He AOITyCKasl CYIECTBEHHBIX HETOYHOCTEH.

OOyuaromuiicst MpaBUIIbHO IPUMEHAET TEOPETHUECKUE MTOJI0KEHHS IPU PELICHUH
MPaKTUYECKUX 3a1a4 NPo(ecCHOHAIBLHON HAIPaBIEHHOCTH Pa3HOTO YPOBHS CIIOXKHO-
CTH, BlIaJieeT HEOOXOMUMBIMU JUISI 3TOTO HABBIKAMH U MPHEMAMH.

JlocTaTOYHO XOPOIIO OPHEHTUPYETCS B y4eOHOI U podecCHOHaNBHOM IuTepaType.
OueHKa 1Mo AUCIMIUIMHE BBICTABIISIIOTCS 00yYaronieMycsi ¢ y46TOM pe3yIbTaToB TEKY-
el ¥ MPOMEeXXyTOUYHOM aTTecTaluu.

Komrmerenimu, 3akperui€HHbIE 3a TUCIUILIMHON, C(hOPMUPOBAHBI HA YPOBHE — «XOPO-
LN,

67-50/
D.E

3a4TCHO

BricraBnsiercst oOygaronieMycsi, €Clii OH 3HaeT Ha 0a30BOM yPOBHE TEOPETHUECKUH 1
MIPaKTHYECKUI MaTepHall, OITyCKaeT OTAEIbHbIC OIIUOKH IIPH €ro U3JI0KEeHNH Ha 3a-
HATHAX U B XOJI€ TPOMEXYTOYHON aTTECTaLlHH.

OOyuaromuiicst NCTIBITHIBACT ONPEACIEHHBIE 3aTPyJHEHHS B IPIMEHEHUH TEOPETHIC-
CKHUX TIOJIOKEHUI IIPU PEIICHNH MIPAKTHYECKHX 331a4 MPo(eccHOHaNbHON HalpaBIIcH-
HOCTH CTaHapTHOTO YPOBHSI CII0KHOCTH, BIIaJIc€T HEOOXOIUMBIMH JUIsl 3TOTO 0a30-
BBIMH HaBBIKAMU M TPUEMaMH.

JleMOHCTpHpPYET AOCTAaTOUHbBI ypOBEHb 3HAHUS Y4EOHOW JINTEPATYPHI M0 AUCIUTUINHE.
OueHKa 1Mo AUCIMIUIMHE BBICTABIISIIOTCS 00yYaronieMycsi ¢ y4éToM pe3yJIbTaToB TEKY-
el ¥ MpoMeXXyTOYHOM aTTecTaluu.

Komrmerennmu, 3akperui€HHbIE 3a TUCIUILIMHON, c(hOPMHUPOBAHBI HA YPOBHE — «JIOCTA-
TOYHBINY.

49-0/
F,FX

HC 3a4TCHO

BricraBnsiercst oOygaronieMycsi, €CJId OH He 3HaeT Ha 6a30BOM ypOBHE TEOPETHYECKUI
1 TIPaKTUYECKUI MaTepuall, IOIyCKaeT TpyObIe OMIMOKH MPH €T M3I0KCHUH Ha 3aHS-
THUSX U B XOJI€ IPOMEXYTOUHOM aTTeCTaIlH.

OOyHJarommiics NCIIBITEIBAET CEPhEIHBIE 3aTPYJHCHUS B IPIMEHEHIH TEOPETHICCKUX
MTOJIOKEHUN TIPH PEIICHUH MPAKTHIESCKHUX 3a/1a4 PO eCCHOHATBHOI HANPaBICHHOCTH
CTaHJIAPTHOTO YPOBHS CIIOKHOCTH, HE BIIa/IceT HEOOXOANMBIMU JIJISl 3TOTO HABBIKAMH H
npuémMamu.

JleMmoHcTpupyeT (parMeHTapHble 3HaHHS YIeOHOM JINTepaTyphl 10 JUCHHUIUIMHE.
OrieHka Mo JUCHUIUIMHE BBICTABISIIOTCA 00ydaromeMycs ¢ y4€TOM pe3ylbTaToB TeKy-
el ¥ MPOMEXYTOYHOM aTTecTaIuy.

KommnereHIuu Ha ypOBHE «JIOCTATOYHBIN, 3aKPEIUIEHHBIC 32 TUCIUTUTHHOW, HE chop-
MUPOBAHBIL.

5.3. OueHouHbIe cpeAcTBa (MaTepUabl) s TEKYIIEro KOHTPOJIS yCIEBAEMOCTH, POMEKYTOY-
HOM aTTecTalyu 00yJaromuxcs Mo AUCHUIUINHE

Bonpoch k 3a4ety - npoBepka chopmupoBanHOCcTH Komnerenmumid [TK-3

KoHnTpoJibHbIe BONPOCHI Peanusyembie
KOMIIETEHI[HHU

1. Tlonstue uneHTuUKanuu, ayTeHTU(DUKAIIMN ¥ aBTOPU3AITIH. I1K-3

2. Mojenan nHhOpMAaIMOHHON 0€3011aCHOCTH. I1K-3

3. IloHsTHE YSI3BUMOCTH, YIPO3bI, aTAKH. I1K-3

4. Ymep6 u puck. YpasjaeHUS PUCKAMU. I1K-3

5. TlaccuBHBIC M aKTHBHBIC aTaKHU. I1K-3

6. Mepapxus cpeACTB 3alUTHI OT HHGOOPMAIIMOHHBIX YTIPO3. I1K-3

7. TloHATHE MOTUTHUKHA O€301IaCHOCTH. I1K-3

8. IlpuHIUIE 32U Th KHOOPMAIIMOHHOW CUCTEMEL. T1K-3

9. OCHOBHBIC ITOHATHUS U ONPEJICICHUS KPUIITOTpaduu. I1K-3

10. CummeTpudHoe mubpOBaHHE. I1K-3

11. Acummerpuunoe mmudpoBaHue. I1K-3

12. TIpobaema pacupeenacHus KIIOUeH. I1K-3
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13. Xem-(yHKIIHH. I1K-3
14. IlpoBepka HEIOCTHOCTH. I1K-3
15. TexHOJOTHH ayTeHTU(HUKAIUH. I1K-3
16. AyteHTudHKaIMs HA OCHOBE MapOJICH. I1K-3
17. AyTtenTuduKaIMsi Ha OCHOBE alNapaTHBIX ayTeHTU(PUKATOPOB. I1K-3
18. Ayrentudukaius naGopmalum. I1K-3
19. DnexTpoHHas HOAMNKUCH. TIK-3
20. AyrteHTu(dHKAIM Ha OCHOBE IU(MPOBBIX CEPTH(PHUKATOB. I1K-3
21. AytenTudukamnus mporpaMMHBIX KOJOB. I1K-3
22. TexHOJIOTHH YIIpaBJIEHUs JOCTYIIOM U aBTOPU3AIUH. I1K-3
23. Cucrembl ayTeHTU(HUKAIMA U YOPABICHUS TOCTYNOM OlepauuoHHbIxX cu- | [1K-3
CTEM.
24. Ayrentudukanuu nonp3oBarenacii OC. I1K-3
25. Ayrentudukamus B OC cemeiictBa Unix. I1K-3
26. Ilporoxon SSH. I1K-3
27. YhpasiaeHue JOCTYIIOM B ONEPAIlMOHHBIX CUCTEMAaX. I1K-3

28. lleHTpanu30BaHHBIE CUCTEMBI ayTeHTU(HUKAMK U aBTopu3anuu. Konmen- | [TK-3
1LIUS €IMHOT'O JIOTHYECKOI'0 BXO/1a.

29. Cucrema Kerberos I1K-3

30. ®unpTpanms. Buasl GriibTpanuu. I1K-3

31. daiiepBonbl. OyHKIMOHATbHOE Ha3HaueHue ¢aiiepsorna. Tunsl ¢aitepso- | I1K-3
JIOB.

32. Ilpoxkcu-cepepsl. OyHknuu mpokcu-ceprepa. «IIpoxcudukanms» npuio- | [1K-3
YKECHHI.

33. ®daiiepBonanl ¢ pynaknueii NAT. Tpagunmuonnas texHoaorus NAT. I1K-3

34. bazoBas TpaHCISILMS CETEBBIX ajapecoB. TpaHcmsuus ceTeBbIX ajgpecoB u | I1K-3
MIOPTOB.

35. IlporpamMmHbIc (hafiepBOJIBI XOCTA. I1K-3

36. TumoBbIe apXUTEKTYPHI CETEH, 3alUIIAeMbIX (haiiepBoIaMHu. I1K-3

37. MounuTopuHr Tpaduka. AHANIU3aTOPbl MPOTOKOJIOB. AHanu3aropsl npoto- | I1K-3
KOJIOB.

38. Cucrembl OOHAPYKESHHS BTOPKCHHUM. I1K-3

39. ApxutekTypa ceTu € 3alIUTOM NepuMmeTpa W pasaeneHueM BHyTpeHHux | I1K-3
30H.

IlpumepHnuie 3a0anusn 011 mecmupoeanus

1. Kpuntomapmpyruszarop — 3710:

a) annapamuo-npocpaAMMHbLIL KOMIIEKC KPUNMo2paduieckou 3auiumsl mpa@duxa OaHHbLX, 2010Cd, 8U0e0
HA ocHose wugposanus nakemos no npomoxonam IPsec AH w/unu IPsec ESP npu ycmanosienuu coeou-
HeHUs, COOmEemcmeViouull  mpebosanuam K cpeocmeam Kpunmozpaguyeckol 3auumol ungpopma-
uuu DCH Poccuu u obecneuusarouuii 0a308vi0 GYHKYUOHATbHOCHb cogpemenno2o VPN-ycmpoiicmaa..
0) MOOMIIBHOE CPEJICTBO CBSI3M.

B) JWICKOBOE YCTPOKHCTBO.

2. ko3 6e3onacHoctu VPN — 3108

a) CETEeBOE YCTPOMCTBO, MOJIKI0YaeMOe K IByM M 00Jiee CETsIM U BBITIOJIHSTOIIee HyHKIIUH mr-
pOBaHMS U ayTEeHTU(DUKAINH TSI MHOTOYHCIICHHBIX XOCTOB, PACIIOJIOKEHHBIX 32 HUM.

0) cemesoe ycmpouicmeo, NOOKIYaeMoe K 08YM CemaM U 8bINONHAIOUuLee PVHKYUY wupposanus
U aymeHmu@ukauuu 01 MHO2OYUCIEHHbIX XOCIO08, PACHOJIOHCEHHBIX 3a HUM.

B) C€TE€BOE YCTPOUCTBO, MOJKIIOYAEMOE K ABYM U 00JIee CETSIM U BBITIONHSOIIee QyHKIIMHA mr-
pOBaHUA U ABTOPU3ALIMHU JIJIS1 PA3JIMYHBIX XOCTOB.



https://ru.wikipedia.org/wiki/IPsec
https://ru.wikipedia.org/wiki/VPN
https://ru.wikipedia.org/wiki/%D0%A4%D0%A1%D0%91_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B8
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6. YueOHO-MeTOAMUYECKOE M HH(POPMALIMOHHOE 00ecnieyeHHe TUCIMIINHBI

6.1. ClIucoK MCTOYHUKOB U JIUTEPATYPBI

HcTtounnku
OcHoBHbIE

1. PykoBomsmuii TOKyMEHT. 3aliTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA K nHpopManun. Tep-
MUHBI U OINIpEeAEIcHU. Y TBEPKACHO pellleHneM mpeacenarens ['ocrexkomucenn Pocecnn ot
30 mapta 1992 r. [DnektponHbIil pecype] : Pexxum moctyma : https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-
1992-g-1, cBOOOAHBIN. — 3ari1. € SKpaHa.

2. PyxoBopmsimuii TOKyMeHT. ABTOMAaTH3UPOBAaHHBIE CUCTEMBI. 3alllUTa OT HECAaHKIIMOHUPOBAH-
HOro aoctyna K uadopmanuu. Kinaccugukanys aBToMaTu3UpOBaHHBIX CUCTEM U TPeOOBaHUS
1o 3anmrTe HHpopMauu. Y TBEpkKIEHO pelieHneM npeacenarens ['ocy1apcTBeHHON TeXHUYe-
ckort komuccun nipu [Ipesunente Poccuiickoit @eaepamnu ot 30 mapta 1992 . [DnekTpon-
HBlii pecypc] : Pexxum moctyma :  https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-1992-g-3, cBoOoanbld. —
3ari. ¢ ’KpaHa.

3. PykoBonsaumii qokyMeHT. CpeacTBa BRIYUCIUTEILHON TEXHUKHU. 3alllUTa OT HECAHKI[MOHUPO-
BaHHOTO JocTyna Kk mHpopmauuu. [Tokasarenu 3ammuIiEHHOCTH OT HECAHKIIMOHMPOBAHHOTO
nocTyma K nHpopManuu. Y TBEp)KIEHO pelieHneM npencenatens ['ocyaapcTBeHHOM TeXHUYE-
ckoil komuccuu npu Ilpesunenre Poccuiickoit @enepanun ot 30 mapra 1992 r. [OnextpoH-
HeIl pecypc] : Pexum poctyma : https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-1992-g-2, cBoGoaHbIH. —
3ari. ¢ 3KpaHa.

4. PyxoBogsuuii 1okyMeHT. CpeacTBa BEIUNCIUTEIBHOW TEXHUKU. MeKceTeBble 3KpaHbl 3allu-
Ta OT HECAaHKIIMOHUPOBAHHOIO A0CTyna K nHpopmauuu. [lokazaTenu 3aluI€HHOCTH OT He-
CaHKI[MOHMPOBAHHOT'O JOCTYIAa K HHPOpPMAaLUU. Y TBEPXKACHO pelieHreM npezcenarens [ocy-
JApCTBEHHOM TexHnueckoil komuccuu npu Ilpesunenre Poccuiickoit denepaunu ot 25 utons
1997 r. [Onektponnbii pecypc] : Pexum noctyma : https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-25-iyulya-
1997-g, cBOOOAHBIN. — 3arl. ¢ FKpaHa.

5. @edepanvuwiil 3axon «O06 wHPOpPMAIIH, HHOOPMAIMOHHBIX TEXHOJOTUSIX U O 3aIIUTe HHPOP-
mamun» ot 27.07.2006 N 149-®3  [OnextpoHHbIi pecypc] : Pexum pocryna
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoboaHbIi. — 3ari1. ¢ 3KpaHa.

Jluteparypa
OcHoBHasA

1. TomukoB, A. M. OCHOBBI TPOEKTUPOBAHHUS 3AIMUIICHHBIX TEICKOMMYHHUKAIIHOHHBIX CHCTEM :
yuaebHoe nocobue / A. M. I'omukoB. — Mocksa : TYCVYP, 2016. — 396 c. — Tekcr : 31eKTpoH-
HBIH // Jlanb : AIIEKTPOHHO-OMOTHOTEYHAS cucrema. — URL:
https://e.lanbook.com/book/110273. — Pexxum foctyma: st aBTOpH3. IMOJIB30BATEICH.

2. TI'apses, I1. H. Cetu u TenekoMMyHUKalUU : yueOHO-MeToauueckoe mocodbue / I1. H. INapses.
— Mocksa : MUCHU — MI'CY, 2022. — 53 ¢. — ISBN 978-5-7264-3037-9. — TekcrT : dJIeK-
TPOHHBIH // Jlanp : ANEKTPOHHO-OMOINOTEUHAS cucrema. — URL:
https://e.lanbook.com/book/262337. — Pexxum foctyma: st aBTOPH3. IMOJIB30BATEICH.

3. Apriomienko, B. B. KomnbroTepHbIe CETH U TEIEKOMMYHHUKAIMH | Y4€OHO-METOAUIECKOE T10-
cobue / B. B. Aptromienko, A. B. Hukymun. - HoBocubupck : Usn-so HI'TY, 2020. - 72 c. -
ISBN 978-5-7782-4104-6. - Tekcr : 3JI€KTPOHHBIN. - URL:
https://znanium.com/catalog/product/1866903. — Pexxum gocTyrma: mo mojarmmcKe.
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4. CopoxkuH, A. A. [IpoexkTipoBaHue ceTy nepeaayu JaHHbIX Ul KPYITHOW OpraHu3aluy : yueo-
Hoe mocobue / A. A. Copokun, B. B. Huxynun, A. U. Bonkosa. - 3-e u3z., ucnp. u gom. - Mock-
Ba ; Bonorna : Undpa-Umxenepus, 2023. - 152 c. - ISBN 978-5-9729-1226-1. - Tekcr : iek-
tpoHHBIN. - URL: https://znanium.ru/catalog/product/2098504. — Pexxum nocTyma: mo moAmnucke.
5. llanbrun, B. @. KommnekcHas 3amura HHGOPMALIMU B KOPIIOPATUBHBIX CHCTEMaX : yueOHOe
nocobue / B.®. llanbrun. — MockBa : @®OPYM : UHOPA-M, 2022. — 592 c¢. — (Bricuee
oOpa3oBanue: bakamaBpuar). - ISBN 978-5-8199-0730-6. - Tekcrt : snextponHsbiii. - URL:
https://znanium.com/catalog/product/1843022. — Pexxum ocTyma: mo moAmucke.

JomnonauTenpHas

6. I'pummna, H. B. OcHoBbI nH(pOpMalnOHHON 0€30IaCHOCTH MPENNpUITHS : yueOHOe mocodue
/ H.B. I'putnaa. — MockBa : THOPA-M, 2025. — 216 c¢. — (Bricuiee oOpa3oBanue: Crieru-
aimurer). - ISBN  978-5-16-016534-9. -  Tekcr : oanekrponHsii. -  URL:
https://znanium.ru/catalog/product/2206781. — Pexxum noctymna: mo HOAMHUCKe.

6.2. Ilepeuenn pecypcoB HHPOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTH « IHTepHeT.

1. Odunmanpupiii caiit xommanuu Kpunrompo [Onektponssiit pecypc|: Pexum pocty-
na: http://www.cryptopro.com/, cBOOOIHBIN. — 3ari. ¢ 3KpaHa.

2. Uentp pazpadotku Kpunrokom [DnekTpoHHBIH pecypc]: Pexum noctymna:
http://www.cryptocom.ru/products/index.html/, cBoGoaHbIi. — 3ar. ¢ s3kpaHa.

Hanumonanehas anekrponnas 6ubnuoreka (HOb) www.rusneb.ru
ELibrary.ru Hayunas snexkrponnas 6ubauoreka www.elibrary.ru

OnextpoHHas oubnuorexa Grebennikon.ruwww.grebennikon.ru

6.3. IIpodeccuonanbHbIe 6a3b1 JAHHBIX 1 HH(POPMAIIMOHHO-CIIPABOYHbIE CHCTEMBbI

Joctyn k mpodeccruoHanbHbIM 06a3aM JaHHBIX: https:/liber.rsuh.ru/ru/bases

WNHdopMannoHHbIE CIPAaBOYHBIE CUCTEMBI:
1. Koncynbrant Ilmoc
2. Tapanr

7. MaTrepuajbHO-TeXHU4YECKOe o0ecredeHne T CHUIITHHbI

g obecnieueHus: TUCHUILIMHBI UCIOIb3YETCsl MaTepuaibHO-TEXHUYECKass 0aza oOpazoBaTelb-
HOTO YUPEeXKIACHUS:

JUIs JIEKIMOHHBIX 3aHATHH - ydeOHas ayIuTOpHs, JOCKA, KOMIBIOTEP UM HOYTOYK, MPOEKTOP
(cTaroHapHBIA WM IEPEHOCHON) JUTSI IEMOHCTPAIMK y4eOHBIX MaTEPHAJIOB.

CocraB nporpaMMHOT0 00ECTICUCHHUS:
1. Windows

2. Microsoft Office

3. Kaspersky Endpoint Security

JIsst IpOBEICHUSI 3aHATUI JICKIIMOHHOTO THIIA TPEUIAraloTCsl TEMaTHUECKUE HILTIOCTPALIMU
B opmare npezenTanuii PowerPoint.


https://liber.rsuh.ru/ru/bases
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2) Uis MPaKTUYECKHX 3aHATHH — KOMIIBIOTEPHBIA Kilacc WM JabopaTopHs, JOCKa, MPOEKTOP
(cTaulMOHApPHBIN WK MEPEHOCHOI ), KOMITBIOTEP WM HOYTOYK JUIsl IPeroaaBaressi, KOMIbIOTEPbI
JUIs1 00yYarOIIHUXCSL.

CocTtaB nmporpaMMHOT0 00€CTIeYeHHSI:
1. Windows

Microsoft Office

Kaspersky Endpoint Security

Mozilla Firefox

Microsoft Share Point 2010

Secret Net Studio 8.4

Vmware Player 15.5

XSpider 7.0

9. Nmap 7.8

10. Open VPN

11. SoftEther VPN

12. Windscribe VPN

13. TinyFEC VPN

PNk

8. Obecneyenne 00pa3oBaTeILHOIO Mpouecca AJsi JUI ¢ OTPAHMYEHHBIMUA BO3MOKHOCTSI-
MH 310POBbS

B X0J4€ pealin3daiy JUCHUIIIIMHBI UCIIOJB3YIOTCA CIACAYIOIHNE JOIMOJIHUTCIIBHBIC
MCTOABI 06yquI/1;1, TCKYIICTO KOHTPOJIA YCIICBAECMOCTH U HpOMe)ICYTO‘lHOﬁ aTTeCTalnuu 06yqa-
OMKUXCA B 3aBUCUMOCTHU OT UX MHAUBHUAYAJIbHBIX OCOOCHHOCTEH:

® IS CJIENBIX U CJ1a00BHIAIIMX:

— JIGKIIMK OQOPMIISIFOTCSI B BHJIE DSJEKTPOHHOTO JTOKYMEHTa, OCTYIMHOTO C TOMOIIBIO
KOMITBIOTEPA CO CIEIUATU3UPOBAHHBIM TPOTrPAMMHBIM 00ECTICUCHUEM;

— IMCbMEHHBIE 3a/IaHUs BBINOJHSAIOTCS HAa KOMIBIOTEPE CO CHEIUAIM3UPOBAHHBIM MPO-
TPaMMHBIM O00ECTIEYCHUEM, JIM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecnieurBaeTcs MHANBUAYAIbHOE paBHOMEPHOE ocBeleHne He MeHee 300 Jrokc;

— JUIS  BBIMIOJTHEHUSI 3aJaHHsl TIPU HEOOXOIMMOCTH TIPEJAOCTABISACTCS YBEIUYUBAOIICE
YCTPOMCTBO; BOZMOXKHO TaK)K€ UCIIOJIb30BaHUE COOCTBEHHBIX YBETMUMBAIOIINX YCTPOUCTB;

— MIMCBMEHHBIE 33J1aHUsI 0OQOPMIISIFOTCS YBETTUYCHHBIM IIPUPTOM;

—2K3aMeH U 3a4€T MPOBOJATCSA B YCTHOU (popMe WM BBHIMOIHSIOTCS B MUCBMEHHOU (opme
Ha KOMITBIOTEPE.

® JUIA TIIYXUX U cTa0OCHbIIIAIIUX:

— JIeKIH 0(hOPMIIFOTCST B BUJIC JIEKTPOHHOTO JOKYMEHTA, TUOO MPEIOCTABISICTCS 3BYKO-
YCHUIIMBAIOIIIAs annapaTypa HHAUBHIYaIbHOTO MOJIb30BaHUS;

— MMChbMCHHBIE 33JaHHSI BBITIOJTHSAIOTCS HAa KOMIIBIOTEPE B MUCbMEHHOU hopme;

— DK3aMeH M 3a4éT MPOBOAATCS B MUCbMEHHOW (hOpME Ha KOMITBIOTEPE; BOZMOXKHO MPOBE/IC-
HUE B (JOPME TECTUPOBAHUS.

® Ui JUI C HAPYIICHUSIMH OMOPHO-JIBUTATEILHOTO amapara:

— JIeKIMd OGOPMIIAIOTCS B BHUIE DJIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C TIOMOIIBIO
KOMITBIOTEPA CO CIEIUATU3UPOBAHHBIM ITPOTrPAMMHBIM 00ECIICUCHUEM;

— MUCHMEHHBIC 3aJIaHUs BBITOJHSIOTCS Ha KOMIIBIOTEPE CO CHEIHATIM3UPOBAHHBIM TPO-
IPaMMHBIM 00€CIICUCHUEM;

—3K3aMEH U 3a4€T MPOBOJATCS B YCTHOW (pOpME HITM BBITIOTHSIOTCS B MUCBMEHHOU (hopme
Ha KOMITBIOTEPE.

[Ipu HEoOXOAMMOCTH MpeTyCMAaTPUBACTCSl YBEIUYCHUE BPEMEHHU ISl TIOJATOTOBKU OTBE-

Ta.
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[Tponetypa npoBeeHNs TPOMEKYTOUHON aTTeCTallMu JUIsl 0OyYalOIIMXCsl YCTaHABIMBA-
eTcsl ¢ YYETOM MX MHAMBHUIyaJbHBIX Ncuxopusnueckux ocodbenHocteil. [IpomexxyTouynas arre-
CTalMsl MOXKET IPOBOJUTHCS B HECKOJIBKO 3TaIlOB.

[Ipu mpoBeneHNH NpoUeaypbl OLEHUBAHUS Pe3yJbTaTOB OOydeHHUsl MpeaycMaTpUBaeTCs
UCTIOJIb30BaHUE TEXHUYECKUX CPEJCTB, HEOOXOJUMBIX B CBS3HM C MHIAMBHYaJbHBIMH OCOOEHHO-
CTSIMHU OOydarouuxcs. OTH CPeACTBa MOTYT OBITh MPEIOCTABIECHbl YHUBEPCUTETOM, WJIM MOTYT
UCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHE CPEJICTBA.

[TpoBenenune npoueaypsl OLEHUBaHUSI Pe3yIbTaTOB 00YUYEHHsI JOMYCKAeTCsl C UCTIOIb30Ba-
HHUEM JMCTAaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHH.

ObecneunBaercss 10cTyn K MHGOPMALMOHHBIM U OMOIHOrpadUyecKuM pecypcaMm B CETH
WutepHer s kaxaoro oOyuaromierocss B popmax, aaanTUPOBAHHBIX K OTPaHUYEHUSM HX 3]10-
POBBS M BOCIIPUATHSI HUH(DOpMALIUU:

® IS CIeNbIX U cIa00BUIAIINX:

— B rieyaTHOU popme yBeIMUeHHBIM HIpU(TOM;
— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

® I TIIyXUX U CIA0OCIIbILIAIINX:

— B IIeYaTHOM (opme;

— B (popMe AIIEKTPOHHOI'0 TIOKYMEHTA.

® Ui 00y4arOIIUXCs C HApYLIEHUSIMH OIOPHO-BUTATEIBLHOTO arapara:
— B I1e4aTHOM (hopme;

— B (hopMe 3JIEKTPOHHOTO IOKYMEHTA;

— B opme ayauodaiina.

VY4eOHble ayAUTOPUHU Ul BCEX BUAOB KOHTAKTHOM M CaMOCTOSITENIbHOM pabOThl, HayyHas
O6ubIMOTEKa U MHBIE MOMEIICHUs JJIs1 0Oy4eHUs] OCHAIECHBI CleHUalbHBIM 000pYIOBaHUEM U
y4eOHBIMU MECTaMH C TEXHUYECKUMHU CPEJICTBAMU O0yUEHUS:

® 71 CIenbIX ¥ cIa0oBUIAIIMX:

— YCTpPOHCTBOM ISl cKaHUpoBaHus U uTeHus ¢ kamepoil SARA CE;

— nuciuieem bpaiing PAC Mate 20;

— npunTtepoM bpaitng EmBrailleViewPlus;

® I TIIyXUX U CJIa0OCIbIIIAIINX:

— aBTOMATH3UPOBAHHBIM Pab0OYMM MECTOM JUIS JIFOJIEH C HapyIIEHHEM CllyXa U CI1a0oCbl-
IIAIIHX;

— aKyCTHYECKUN YCUIIUTEIb U KOJIOHKU;

® 17151 00YyYaOLIUXCS C HApYIIEHUSIMH OTIOPHO-BUTAaTEJILHOTO anmapara:
— HepeBUKHBIMU, PErYIUPYyEMbIMU dproHomudeckumu napramu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHeMaIbHBIM IPOrPAaMMHBIM 00€CIICUEHUEM.

9. MeTroauyeckue MaTepuaJbl

9.1. IInanel NpaKTUYECKUX 3aHATUN

- mpoBepka chopmupoBaHHOCTH KomnereHmii [1K-3

[pakTuyeckoe 3ansaTue 1 (4 4.) «TexHosornu ayreHTu(puUKanun, aBTOPU3aLUU U YIIPAB-
JICHHUS JOCTYIIOM»
3anaHus:
1. Co3znaHue HOBBIX MOJIB30BATEIEH U UCCIIEI0BAHUE MEXAHU3MOB PACILIMPEHHON ayTeHTHU-
¢ukaun Ha mpumepe Secret Net Studio.
2. VYmpaBieHue J0CTYIOM B ONEPALMOHHBIX CUCTEMAX C IOMOLIBIO BCTPOSHHBIX U HaJIO-
JKEHHBIX CPEJICTB 3aIIUTHI HH()OPMAIIUH.
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IpakTuyeckoe 3ansaTue 2 (4 4.) «TexHosornu 06e30MaCHOCTH HA OCHOBE (PUIbTPALUN U MO-
HUTOPHHIAa TPpapuKa»
3amanus:

1. VYcranoBka n Hactpoiika VPN-kineHra.

2. Ocy1ecTBlieHHE MOHUTOPUHTA TpaduKa.

3. OcymecTBieHue ayauTa COObITHI 0€30MaCHOCTH.

IIpakTuyeckoe 3ausaTe 3 (4 4.) «hccaenoBanus TPAHCIOPTHOI UHPPACTPYKTYPHI CETH
3agaHus:

1. W3yuutsk crek nporokona TCP/IP.

2. IomyuuTs y mpenogaBaTeiss METPUKH 30HIUPYEMBIX CETEH.

3. Ckanupoanue cetd. CKaHUPOBaHUE IOPTOB.

4. TloaroroBka oTdera 00 ypOBHE 3alIMIEHHOCTH MIPOCKAaHUPOBAHHBIX Y3JI0B.

I[IpakTuyeckoe 3ansATHE 4 (4 4.) «YSI3BUMOCTH NPOrPAMMHOI0 KO/Ia H BPeIOHOCHBbIE MPO-
rpamMMbD»

3agaHus:

1. VY A3BUMOCTH IPOTrPAMMHOTO KOJA.

2. HccnenoBanue MexaHU3MOB KOHTPOJIS LIETOCTHOCTU, KOHTPOJIS IPUIIOKEHUHN U T. 1.

3. HacTtpoiika KOMIIOHEHTOB 3alUTHI.

IIpakTnyeckoe 3ausaTue 5 (6 4.) «IIporpammubie 3akiaaaku. Padora ¢ H30/1MpoOBaHHOM NIPO-
rPaMMHOM cpenoin»

3agaHus:

1.MccnenoBanue METOA0B BHEAPEHUS ITPOrPaMMHBIX 3aKJIaJJOK B BUPTyaJIbHOH “TIeCOYHULIE™.
2.Hactpoiika U30JUpOBaHHOM TPOrpaMMHOM Cpebl.

3. KondurypupoBaHue KOMIIOHEHTa KOHTPOJISI ChE€MHBIX MALTMHONKMCHBIX HOCUTENEeH nHpopma-
IUH.

I[pakTuyeckoe 3ansaTue 6 (6 4.) «be3onacHocTh Bed-cepBUCa

3ananus:

1. N3yauTh criocoOb!I MPOBEICHHUS TECTOB Ha TPOHUKHOBEHHE.

2. COop cBenenuii B cetu MHTEpHET MO ya3BUMocTIM Web-cepBepoB Ha nmpumepe apache u
nginx.

3. YcranoButh ckaHepsl XSpider u Nmap.

4. [TponsBecTrn cCkaHMPOBAHKE HA 3alTUIICHHOCTh Web-cepBHCOB Ha IpUMepe

caiittoBwww.rsuh.ru, www.yandex.ru , www.ict.cn.


http://www.ict.cn
http://www.yandex.ru
http://www.rsuh.ru
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Ipunoowcenue 1. Annomayus
paboueii npoepammovl OUCYUNTUHDL

AHHOTAIIAA PABOUYEM ITPOT'PAMMBI JIUCIIUILINHBI

Henp nucuumiusael — GopMHUpOBaHHE 3HAHMM W yMEHMH MO oOecrneueHuio MHGOpMalnOHHON
0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM U MH(POPMALIMOHHBIX MPOLIECCOB, U HABBIKOB 10 MX OIpe-
JIEJIEHUIO JUIsl KOHKPETHBIX YCIOBHM.

3ana4uu JUCUUIUIMHBIL

— OBJIaJICHHE METOJIaMi MOHMTOPUHIA U ayJUTa, BBISIBICHUS Yrpo3 HH(opMalMoHHON Ge3omac-
HOCTH MH(OPMAIIMOHHBIX CUCTEM;

— (QopmMupoBaHHE HABBHIKOB aHalu3a MHPOPMALMOHHON MHEQPACTPyKTYphl MHGOPMAIIMOHHBIX
CHCTEM U ee 0€30M1acHOCTH.

B pesynbrare ocBO€HUS AUCUUIIIMHBI 00yUYatOLIUICS TOKEH:

3HaTh MPUHLUIBI U METOJbl MPOTUBOAEHCTBHUS HECAHKIIMOHMPOBAHHOMY HH(POPMALMOHHOMY
BO3/ICIICTBUIO Ha BHIYMCIUTENIbHBIE CHCTEMbI U CUCTEMBI IIEpeaul HH(OPMALIUH.

YMeTh OCYIIECTBIATh MEphl IPOTHUBOJACHCTBUS HAPYLICHUAM CETEBOM 0€30MacCHOCTH C UCIOJb-
30BaHUEM PaA3JIMYHBIX POTPAMMHBIX U aIIIAPATHBIX CPEJICTB 3alUThl; aHAJTU3UPOBATh U OLICHH-
BaTh yIpo3bl HH(POPMAIIMOHHON 6€30MaCHOCTH; IPUMEHSTh OT€YECTBEHHbIE U 3apyOe)KHbIE CTaH-
JapThl B 00J1aCTU KOMIBIOTEPHON 0€30MacHOCTH JUIsl POEKTUPOBAHUS, pa3padOTKU U OLEHKU
3AILUILEHHOCTH KOMIIBIOTEPHBIX CUCTEM.

Bnagers MeTogamu M CpeacTBaMU BbISBICHMS YIrpo3 0€30MaCHOCTH aBTOMAaTH3UPOBAHHBIM CH-
cTeMaM; MeToJaMHu (pOopMHUPOBaHUS TPpeOOBaHUI MO 3auyTe HHGOPMAIMK; METOIaMH aHan3a U
(dhopmanuzanuu MHGOPMALMOHHBIX MPOIECCOB O0BEKTa M CBSA3EH MEXIy HMMH; METOJUKAMU
IPOBEPKU 3aLIUILEHHOCTH 00bEKTOB MH(POPMATU3AIMK Ha COOTBETCTBHE TPEOOBAHUSM HOpMa-
THUBHBIX JJOKYMEHTOB.



